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Question 1

1. Why is security such an important issue in operating systems? In discussing
this issue highlight the difference between security and protection.
(10 points)

2. Using diagrams with actors called Alice, Bob and Carol, describe four potential
security attacks that Carol can perform on Alice and Bob’s communication. For
each diagram please write a short paragraph explaining the potential attack.

(8 points)

3. Describe the importance of user authentication and describe how you would
identify a user in an operating system

(15 points)

Question 2

1. Describe memory management and justify its importance in speeding up
multiprogramming systems in terms of CPU utilization
(9 points)
2. Define the issues involved in memory organization and describe the different
solutions to allocation of memory
(8 points)
3. Describe, using separate diagrams, the techniques of paging and segmentation
include a short paragraph to explain each diagram

(16 points)
Question 3

1. Define the possible states in which a process may be in

(8 points)
2. Explain the concept of a Child and Parent Process

(7 points)
3. Describe two conditions in which a Process would terminate

(9 points)

4. Describe why a process would potentially communicate through interprocess
communication.
(9 points)
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Question 4

1. Explain what each of the following operating system components of a Kernel
are
a. Memory Manager
b. 1/0 Manager
c. Inter-process communication Manager
d. Process Manager

(12 points)
2. Discuss the following Operating System Goals
a. Interactivity
b. Robustness
c. Extensibility
(9 points)

3. Describe with the use of diagrams and a short paragraph , the following
Operating System Architectures
a. Monolithic
b. Layered
c. Microkernel

(12 points)

Question 5

1. Why do we need File Management? Please explain with reference to the
issues of volatility , information sharing and limited memory storage size
(9 points)
2. Describe the difference between a physical record and a logical record.
(7 points)
3. What information is stored in a Superblock ?
(7 points)
4. Why is it important to backup data and how can this be achieved
(10 points)
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